BANK OF CEYLON

The Bank of Ceylon, premier state owned commercial bank ranked among the top 1000
global banks, top 500 largest banks in the Asia Pacific Region and No.1 in Sri Lanka, is looking
for an experienced person to provide consultancy services to the Technology wing of the
Bank into a greater heights in the capacity of :

IT NETWORK AND SECURITY CONSULTANT (CONTRACT)

= Key Accountabilities :

® Collaborating with internal departments to build and maintain network infrastructures that meet
business needs.

® Advising in optimizing intranet performance and creating internet domains.

Monitoring and increasing server capacity to keep up with demand in the flow of online traffic.

® Assisting the AGM (IT) in managing the testing of network protocols and ensuring secure and reliable
server connectivity around the clock.

® Training of IT Network and Security team of the Bank and bring in new technologies.

® Consulting in optimizing network security as well as documenting network installation and
maintenance processes.

® Consulting in development and maintenance of network infrastructure and technologies.

® Should tweak and boost latest IT security and network best practices and also train and guide team
members on network security solutions.

® Enhance IT compliance, risk and security standards in the bank.
= Eligibility Criteria :

1= Should be a citizen of Sri Lanka

==  Educational / Professional Qualifications :

> A Degree in Computer Science, ICT, Engineering or relevant field from a recognized university
approved by the University Grants Commission of Sri Lanka

AND

> A Master's Degree in the relevant field from a recognized university approved by the University
Grants Commission of Sri Lanka

AND

> Should possess any relevant certifications in the networking and security field (CCNA / CCNP /
CISM / ISACA / GSEC / CCSP etc).

== Experience :
> Should have a minimum of 10 years experience with at least 3 years as a Senior Professional in the

Network and IT Security in a reputed large organization in the banking / financial sector locally and/
or internationally

> Should be an active Network and Security Practitioner
1= Other Attributes :
> Extensive knowledge of Network Technologies and Architecture

> In-depth knowledge of Network Security

> Ability to lead and consult the Network and Security Team of the Bank in their routine work while
injecting new industry trends in all possible areas

> QOutstanding communication and presentation skills

> Superb organizational and time management skills

> Superior analytical and problem-solving capabilities

> Interpersonal skills required to negotiate, persuade and communicate at all levels
= Age:

50 years or below as at the closing date.

= Terms and Conditions :

B Fixed Term Contract for 03 years; the performance will be reviewed annually. Could be renewable
annually purely based on the performance review and the need of the Bank as decided by the Board of
Directors.

B Compensation will not be limiting factor for the right candidate and will be discussed on a case by case
basis. It will commensurate with qualifications and experience.

B Since this is a Senior Management position, IT Network and Security Consultant will be a member of the
Executive Management of the Bank and will be reporting to the Head of Information Technology / CIO.

B The shortlisted candidates will be selected by a Management Interview and followed by the Board
Interview. The appointment will be subject to the approval of the Central Bank of Sri Lanka.

= Application Procedure :

Send your complete curriculum vitaec along with contact details of two non-related referees by e-mail to
dgmhrd@boc.lk, with mentioning the post you have applied for on the Subject line of the e-mail to reach us
on or before 27.08.2022.

Any application not meeting the above required eligibility criteria as at the closing date or submitting incorrect
information or received after the closing date will be rejected at any stage of the recruitment without any further
notice.
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